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CyManII – Secure.TOGETHER 

Lone Star Cyber Forge: 
Leading the Digital Defense of Critical 

Infrastructure in Texas and Beyond 
 

CYMANII AND THE LONE STAR CYBER FORGE 
The Cybersecurity Manufacturing Innovation Institute (CyManII) is a public-private partnership 
funded by the Department of Energy (DOE) to innovate the next generation of cyber defense 
capabilities and provide comprehensive cybersecurity training for American workers. 

Originally rooted in cybersecurity for manufacturing, the CyManII’s mission has grown to include 
protecting critical infrastructure in an increasingly dynamic threat environment, developing capabilities 
that have direct applications for the energy grid, water utilities, K-12 infrastructure, health care, and 
beyond. To accomplish that mission, CyManII has created the Lone Star Cyber Forge (LSCF) to 
deliver new capabilities and services to prevent, detect, and mitigate cyber threats for critical 
infrastructure owners and operators and other customers. 

Where CymanII focuses on cyber innovation and developing technical tools—such as secure 
defensible architectures, cyber-physical passports, and simulation tech stacks—LSCF focuses 
deployment and impact. 
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DELVERING TRANSFORMATIONAL CAPABILITIES  
Operating out of the Cybersecurity for Manufacturing (C4M) hub at Port San Antonio with seed 
funding from the Department of Commerce, LSCF leads the application of CyManII’s technological 
breakthroughs by working directly with customers in industry, critical infrastructure, and local 
government.  

Powered by CyManII’s unique partnership structure and ability to convene industry, state and 
federal government, and major research universities, LSCF represents a new, hyper-efficient model 
that drives innovation and delivers fresh technical solutions to secure government and private 
sector systems with an urgent emphasis on training and education and workforce development and 
strengthening OT cybersecurity. 

Drawing on CyManII’s deep expertise and system of partnerships, LSCF is building a new approach 
to workforce development, providing custom cybersecurity training and real-world exercises to more 
than 45,000 Texans in just three years. Working directly with K-12 students and teachers, 
incumbent workers, city government personnel, military servicemen and women, local police, and 
federal law enforcement, LSCF is creating a cyber-informed citizenry and workforce. 

Developing cutting-edge cybersecurity solutions for U.S. manufacturers is part of CyManII’s DNA, 
creating a sustained focus on OT cybersecurity and IT/OT convergence for LSCF. Backed by 
CyManII’s one-of-a kind R&D partnerships with organizations like the Advanced Research Projects 
Agency for Health (ARPA-H), DOE’s National Labs (including INL, Oak Ridge, Sandia, and NLR), 
and major industry OEMs, LSCF is deploying novel training and solutions to anticipate, detect, 
defend, and respond to a variety of evolving cyber threats to IT and OT systems. 

LONE STAR CYBER FORGE: CORE SERVICE OFFERINGS 
The challenges facing state and local governments and critical infrastructure owners and operators 
demand immediate action, and LSCF is already putting its workforce development and OT 
cybersecurity expertise to work. 

LSCF’s core service offering centers on tailored exercises that integrate leadership decision-
making, test real-world technical response plans, and identify areas for improvement. Combining 
cyber risk assessments, readiness exercises, and workforce training, LSCF is helping local 
governments and critical infrastructure owners and operators to adopt best practices, improve 
readiness and resilience, and establish sustainable cybersecurity programs. 

Additional LSCF service offerings and resources include: 

Education and workforce development  

• K-12 cybersecurity curriculum development and lesson plans 

• Re-skilling programs for workers transition between careers 

• Tailored trainings for small and medium manufacturers, critical infrastructure workers, and 
law enforcement 

Assessments and exercises  

• Incident response exercises 

• Vulnerability assessments  

• Enterprise cybersecurity coaching 
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Technology and tools 

• Digital twins and “sandbox” platforms to test and validate cybersecurity controls  

• Cyber-physical passports to validate the provenance of software and machine components 

Physical resources 

• The Cybersecurity for Manufacturing (C4M) facility provides space applied research, 
engineering support, and hands-on working training. 

• The UTSA Cyber Range powered by CyManII includes in-person and remote training to 
simulate live cyber attacks, allowing teams to practice incident response in real-time while 
using networking tools. 

• The CyManII Mobile Training Vehicle (MTV) extends the Cyber Range, providing hands on 
labs, live cyber-attack simulations, and a cybersecurity E-sports League, all designed to 
boost cybersecurity skills through targeted, interactive training. 

CUSTOM-FIT SERVICES 
The cyber threats to critical infrastructure are varied and constantly evolving. There is no one-size-
fits all approach to protecting the infrastructure the people of Texas rely on every day. LSCF is a 
nimble organization with the ability to tailor support to the needs of any local government or critical 
infrastructure entity.  

Lone Star Cyber Forve offers following capabilities to bear in support of this mission: 

• IT cybersecurity best practices that are not informed by the needs of the connected OT 
assets are inadequate for protecting the critical systems that Texans rely on every day. 
CyManII’s deep knowledge and experience with developing and applying several leading 
cybersecurity frameworks and standards (NIST, NERC CIP, ISO, CIP, SOC, CMMC, and 
ANSI/ISA) uniquely qualifies CyManII to advise, implement, and evaluate the design and 
configuration of IT/OT networks and the cybersecurity practices and processes that 
accompany them.  

• CyManII's unparalleled knowledge of the cyber threat landscape, secure information networks, 
SCIFs, and supporting cybersecurity infrastructure, coupled with the institute’s vast 
experience designing and operationalizing coordinated vulnerability disclosure and 
mitigation/remediation sharing processes will provide TXCC with immediate access to the 
capabilities and resources required to rapidly and responsibly share appropriate and 
actionable information with covered entities and other key stakeholders.  

• CyManII's novel CWE methodology, innovative technology, system, and enterprise level 
cybersecurity analysis and assessments, and hands-on experience with implementing IT/OT 
risk mitigations in real world environments, will enable TXCC covered entities to dramatically 
accelerate the discovery of vulnerabilities and the implementation of both preventative and 
restorative mitigation strategies.  

• CyManII’s vast cyber expertise and demonstrated success in developing curriculum, 
evaluating, improving, and supplementing coursework from training partners, and delivering 
trainings for all audiences (from introductory cyber-hygiene to advanced cyber warrior 
training) will enable TXCC to immediately deploy and scale specialized cyber training 
programs, act as a force multiplier for contracted cyber-training partners, and rapidly 
educate and upskill the workforces of covered entities. 
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• CyManII’s broad and extensive experience developing, implementing, executing, and iterating 
incident response plans (IRP), coupled with the institute’s expert knowledge of the core 
technical disciplines (attack scope/path analysis, evidence preservation, short/long-term 
containment strategies, threat eradication, and mitigation development/implementation) 
required to make IRPs effective and actionable, uniquely position TXCC to immediately 
begin modernizing coordinated response and recovery efforts both for individual covered 
entities and for all of Texas.  

• CyManII's paradigm-shifting cyber innovations and patented suite of tools, specialized for 
deployment in real-world operating conditions and integrated IT/OT networks and systems, 
will enable TXCC covered entities to: 

o Credibly prevent and defeat cyber attacks by designing and implementing formal 
methods-based secure architectures 

o Discover, identify, assess, and neutralize known and previously unknown cyber 
vulnerabilities within their technologies, systems, and enterprises 

o Intelligently monitor for indicators and evidence of cyber intrusions, attacks, and 
anomalous behavior within their networks 

o Effectively evaluate the 3rd party cyber tools and technologies in the real-world operating 
conditions of their specific operational environments 

o Conduct scenario planning and "design trade-off analysis” to support development of 
risk-informed incident response and continuity of operations plans 

o Support forensic analysis efforts, maintain attack information/evidence, and evaluate 
potential weakness mitigations, all in a secure environment 
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